UY BAN NHAN DAN  CONG HOA XA HQI CHU NGHIA VIET NAM

PHUONG PHUOC HAI Péc 1ap - Tw do - Hanh phiic
Sb: 464 /BC-UBND Phuéc Hai, ngay 11 thang 04 nam 2023
KE HOACH

Ung pho s ¢d, bao dam an toan théng tin mang
trén dia ban phwong Phuwdéc Hai nam 2023

Cin ctr K& hoach sé 2327/KH-UBND ngay 03/04/2023 ciia UBND thanh phd Nha
Trang vé tng phé su cd, bao dam an toan thong tin mang trén dia ban thanh phd nim
2023;

UBND phuong Phuée Hai ban hanh ké hoach tmg pho su ¢d, bao dam an toan
thong tin mang trén dia ban thanh phd nam 2023, cy thé nhu sau:

I. MUC PiCH, YEU CAU

1. Muc dich

- Pam bao an toan thong tin cho cic hé thong thong tin quan trong trén dia ban
thanh phd; dam bao kha niang thich ing mét cach chii dong, linh hoat va giam thiéu cac
nguy co, de doa mat an toan thong tin trén mang; dé ra cac giai phap ung pho khi gip su
cd mat an toan thong tin mang.

- Nang cao ning luc giam sat an toan théng tin mang trén dia ban thanh phd dé
tang cuong kha nang phat hién sém, canh bao kip thoi, chinh xac vé cac sy kién, rui ro,
dau hiéu, hanh vi, mirc d6 xam hai, nguy co, diém yéu, 16 hong gdy mét an toan thong tin
mang d6i voi cac hé théng, dich vu cong nghé thong tin phuc vu chinh quyén dién tir
thanh phd.

- Tao chuyén bién manh mé trong nhan thirc vé an toan thong tin ddi véi luc luong
cong churc, vién chirc.

- Bao dam cac ngudn luc va cac diéu kién cin thiét dé san sang trién khai kip thoi,
hiéu qua cac phuong an tmg ctru khan cip su ¢b an toan théng tin mang.

2. Yéu ciu

- Can cur trén két qua khdo sat, danh gia cic nguy co, sy cd mét an toan thong tin
mang cta hé thong thong tin ciia cic co quan nha nudc trén dia ban thanh phé dé dua ra
phuong an ddi pho, tng ctru su ¢d twong tng, kip thoi, phi hop.

- Phuong 4n d6i pho, ing ctru su ¢ an toan thong tin mang phai dit ra dugc cac
tiéu chi dé c6 thé nhanh chong xéac dinh dugce tinh chit, muc do nghiém trong cua su cd
khi su ¢d xay ra.

- Xac dinh cu thé cac ngudn luc, giai phap to chuc thuc hién va kinh phi dé trién
khai cac ndi dung cua K& hoach, dam bao kha thi, hiéu qua.

- Thudng xuyén trao d6i thong tin, chia sé kinh nghiém trong cong tac dam bao
an toan thong tin gitta cac co quan nha nudc trén dia ban thanh phd; tan dung sy phdi
hop, hd tro cua S& Thong tin va Truyén thong.

II. NHIEM VU TRIEN KHAI



1. Trién khai cac nhiém vu khi chwua cé sy co xay ra

1.1. Tuyén truyén, phd bién cic vin ban quy pham phap luat, tai liéu hudng din
chuyén mon vé an toan thong tin mang

T chirc tuyén truyén, phd bién, huéng din ndi dung ciia Ludt An toan théng tin
mang, Quyét dinh sé 05/2017/QD-TTg, Quyét dinh s6 1017/QP-TTg, Nghi dinh sd
85/2016/NP-CP ngay 01/7/2016 ctia Chinh phu vé bao dam an toan hé thong thong tin
theo cip do; Nghi dinh sé 85/2016/NDCP ngay 01/7/2016 ctia Chinh pht vé bao dam an
toan hé thong thong tin theo cap do; Thong tu s6 12/2022/TT-BTTTT ngay 12/8/2022
ctia Bo truong Bo Thong tin va Truyén théng quy dinh chi tiét va hudng dan mot s6 diéu
ctiia Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 ctia Chinh phti vé bao dam an toan hé
thong thong tin theo cdp do; Chi thi sé 18/CT-TTg ngay 13/10/2022 cua Thi tudng
Chinh phu vé diy manh trién khai cac hoat dong ting ctru su cb an toan thong tin mang
Viét Nam; Chi thi s6 23/CT-TTg ngiy 26/12/2022 cta Thu tuéng Chinh phii vé ting
cudng cong tac bao dam an toan thong tin mang, an ninh thong tin cho thiét bi camera
giam sat; Ké hoach s6 13784/KH-UBND ngay 31/12/2020 cia UBND tinh Khanh Hoa
vé ung dung cong nghé thong tin, phat trién chinh quyén sé va bao dam an toan thong tin
mang trong hoat dong cua co quan nha nudc tinh Khanh Hoa giai doan 2021 - 2025 va
cac vin ban quy pham phap luat, tai liéu hudng din chuyén mon vé an toan thong tin
mang trén trang Thong tin dién tir thanh phd, trang Thong tin dién tir cac x phudng.

1.2. Tham gia cac chwong trinh dao tao, bdi dudng ky ning danh gii, ung
pho su ¢

Tham gia huan luyén, dién tip cac phuong an d6i pho, tng ctru su ¢ trong ing
v6i cac kich ban, tinh hudng su ¢6 cu thé; dio tao nang cao k¥ ning, nghiép vu phdi hop,
rmg ctru, chong tin cong, xir ly mi doc, khic phuc su cd; tham gia huén luyén, dao tao,
bdi dudng, dién tip ving, mién, quic gla quéc té theo triéu tap ctia UBND thanh phé.

1.3. Trién khai phong ngura suw cd, giam sat phat hién sém sw cd

Thuec hién theo huéng dan cua thanh phé
1.4. Trién khai cc diéu kién siin sang d6i phé, ing ciru, khic phuc sw ¢6

Trang bi, nang cip trang thiét bi, cong cu, phuong tién, gia han ban quyén phan
mém phuc vu ng ctu, khéc phuc su ¢d; chuén bi cac diéu kién bao dam, du phong céc
nguén luc va tai chinh dé sin san ddi pho, ung ctru, khic phuc khi sy ) x4y ra; td chirc
hoat dong ciia d6i img ctru su cd; thué dich vu k¥ thuat va to chire, duy tri d6i chuyén gia
ung clru sy ¢b; to chirc va tham gia cac hoat dong cuia mang lud1 img ctru su cd.

2. Trién khai cac nhiém vu khi c6 su co xay ra

Thyc hién theo Quy trinh Gng ctu, xu 1y khan cap sy ¢0 tan cong mang theo
huéng dan ctia co quan chuyén mon cap trén.

III. KINH PHi THU'C HIEN



Trén co s& y kién cta phong Van hoa va Thong tin thanh phd, huéng dan cua
phong Tai chinh & Ké hoach thanh phd, Cong chirc Tai chinh — K& toan xdy dung ké
hoach chi tiét dé trién khai hiéu qua Ké hoach nay.

IV. TO CHUC THUC HIEN
1. Cong chirc Van hdoa — Xa hoi

- Chu tri phdi hop v6i Cong chitc Vin phong — Thong ké xdy dung va trién khai
Ké hoach tng pho su ¢, bao dam an toan thong tin mang trén dja ban phudng, trinh Chu
tich UBND Phudng phé duyét; c6 trach nhiém phdi hop v6i Phong Vin héa va Théng tin
thanh phd, Vin phong HDND&UBND thanh phé, cac co quan khéc trong viéc trién khai
ké hoach, dinh ky bao céo két qua thyc hién vé UBND thanh phé theo quy dinh.

2. Cong chirc Vin phong — Thong ké

Phoi hop Cong chirc Vin hoa — xa hoi don doc trién khai hiéu qua ké hoach nay;
tham muu bao cdo khi c6 su thay doi vé nhan sy tham muu cong tic dam bao an toan
thong tin mang cua co quan.

3. Cong chirc Tai chinh — K& toan

Chu tri trong viéc tham muu xay dung kinh phi thuc hién khi c6 huéng din cta
phong Vin héa va Thong tin thanh phd, phong Tai chinh — Ké hoach, dap ung day di cac
co s& vat chét can thiét khi trién khai ké hoach.

4. Cac cong chirc chuyén mon khac

Tham gia, phéi hop voi Cong chirc Vian hoéa — xi hoi trong viée trién khai ké
hoach tmg pho véi su ¢b, bao dam an toan thong tin mang khi c6 yéu cau.

Trén day 1a ké hoach tGng pho su ¢, bao dam an toan thong tin mang nam 2023
trén dia ban Phuong, yéu cau cic cong chirc chuyén mén, cic bd phan, ban, nganh trén
co sO chirc nang nhiém vu trién khai thuc hién. Trong qua trinh trién khai thuc hién néu
c6 vudng mic dé nghi lién hé cong chirc Vin héa — xa hoi dé duoc giai dap va diéu chinh
phtt hop véi cac nhiém vu trong Ké hoach da dé ra./.

Noi nhan’ TM. UY BAN NHAN DAN
- Phong VHTT thanh phd (VBDT); KT. CHU TICH

- Pang uy, HDND, UBND; i ,PJ'I,(’) CHU TICH

- UBMTTQ VN va céc doan thé; Z WA T ,

- Cong an, Phuong doi;
- Cac bd phan lién quan;
- Luu: VT, Hoai.
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